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Introduction

Digital operations are at the heart of nearly every business, and
the threat of cyber incidents is more real than ever. Whether it's
a data breach, a ransomware attack, or other sophisticated cyber
threats, the potential damage to your finances, reputation, and
compliance status can't be ignored.

That's where cyber insurance comes in. Think of it as your safety
net, providing financial support and resources when you nheed
them most. It's an essential tool for any US company looking to
protect itself from the fallout of cyber incidents.

This e-book is desighed to do more than just walk you through
the process of obtaining cyber insurance — it's here to make the
journey understandable and manageable, even if you're not a
tech whiz. We're here to break down the complex requirements
insurers may ask for and show you exactly how to prepare your
business for them.

From assessing a company’s cyber risk profile to strength ening
your network and policies, we'll guide you step-by-step through
the essentials of gearing up for cyber insurance. By the end, you'll
be equipped with the knowledge to not only understand the ins
and outs of cyber insurance, but also to help your clients secure
the coverage they need.

lg‘ Symbol
d SECURITY



Ol.

w

——

Risk
Assessment

Coverage
Limit

Deductible

First-Party
Coverage

Third-Party
Coverage

Exclusions

Understanding
Cyber Insurance
Requirements

When it comes to cyber insurance, each provider might have
different criteria, but most will look at your cybersecurity practices,
how you mahnage risk, and your adherence to industry regulations.

Understanding and meeting these requirements is key to
securing cyber insurance coverage. This achievement shows
insurers that your business is committed to managing its cyber
risks and effectively mitigating potential threats.

Key Concepts

This is all about identifying, analyzing, and evaluating the risks to
your organization’s digital and physical assets.

This term refers to the maximum amount an insurer will pay for
losses or damages under your cyber insurance policy.

This is what you pay out of your pocket before your insurance starts
to cover the costs.

This covers your losses and expenses from a cyber incident, like
data recovery and business interruption.

This covers damages claimed by others, like customers or partners,
if they suffer due to a cyber incident at your company.

These are the things that your policy doesn’'t cover, meaning the
insurer won't pay out for these specific scenarios.
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Regulatory The rules around cybersecurity and data privacy are
Landscape and constantly changing. In the US., both federal and state
|ndustry laws impact what companies need to do to protect
Standards sensitive information and reduce cyber risks. Here are a

few examples:

Health Insurance Portability and
Accountability Act (HIPAA)

This law affects healthcare providers and others who
handle health information, requiring them to protect
patient data.

Gramm-Leach-Bliley Act (GLBA)

This requires financial institutions to protect their
customers’ information and maintain solid cybersecurity
Mmeasures.

California Consumer Privacy Act (CCPA)

This gives residents in California more control over their
personal information and places duties on businesses
that handle this data.

Federal Trade Commission Act (FTC Act)

The FTC Act empowers the Federal Trade Commission
to take action against companies that engage in unfair
or deceptive practices related to the privacy and
security of consumer data.

Massachusetts Data Security Law (201 CMR 17.00)

This law requires businesses that own or license
personal information about Massachusetts residents to
implement comprehensive information security
programs. It outlines specific requirements for
protecting personal information and reporting data
breaches.

Besides these regulations, industry-specific standards like the National Institute of
Standards and Technology (NIST) Cybersecurity Framework and the Payment
Card Industry Data Security Standard (PCI DSS) set benchmarks for cybersecurity
excellence that can also influence cyber insurance requirements.
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this chapter, we'll delve into the critical security controls, policies,
and procedures needed for compliance.

Common Cybersecurity Measures

These are vital for protecting your network from unauthorized
access and for detecting any suspicious activity or potential cyber
threats.

Implement robust solutions to detect and remove malicious
software, which helps prevent data breaches and other cyber
incidents.

Encrypt sensitive data both in transit and at rest to prevent
unauthorized access and ensure the confidentiality and integrity
of your information.

Consistently update and patch your software to close vulnerabilities
that could be exploited by cyber attackers.

Equip your employees with knowledge about common cyber
threats, such as phishing attacks, and instill best practices for
securely handling data.

Limit access to sensitive data and systems only to employees who
need it to perform their job roles, reducing the risk of insider
threats and unauthorized access.
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Security Controls,
Policies, and Procedures

Written Information Security Policy
(WISP)

A comprehensive WISP sets forth your
organization’'s security objectives and
outlines the controls and procedures
for protecting sensitive information.

Data Backup and Recovery
Procedures

Regular backups and established
recovery processes ensure critical data
can be restored following data loss or a
ransomware attack, minimizing
downtime and operational disruptions.

Incident Response Plan
(IRP)

An IRP details the necessary actions in
the event of a cyber incident, covering
detection, containment, eradication,
and recovery to minimize impact.

Vendor
Risk Management

Evaluate and manage risks associated
with third-party vendors and service
providers, particularly those who
handle your data or are integral to
your operations, to mitigate supply
chain vulnerabilities.
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Quick wins you can do today

Regular Security Audits and Assessments

Periodic reviews help you identify and address vulnerabilities in your cybersecurity
framework, enabling proactive improvements.

o Vulnerability Scanners: Use tools that scan your network for vulnerabilities,
configuration issues, and malware to ensure all systems are secure.

o Continuous Monitoring Platforms: Employ platforms that provide ongoing
assessment of vulnerabilities and compliance issues across IT assets.

o Real-Time Risk Management Solutions: Implement solutions that offer
real-time insights and prioritization for remediation of security risks.

Employee Cybersecurity Training

Continual training programs for employees are crucial to keep them informed of
the latest threats and to reinforce their role in maintaining security.

Multi-Factor Authentication (MFA)

Adding MFA introduces an additional security layer to user authentication,
significantly reducing the risk of unauthorized access even if passwords are
compromised.

O  Time-Based One-Time Password (TOTP) Applications: Use applications that
generate time-based one-time passwords to add a layer of security during
login.

O push Notification Services: Implement services that send push notifications to
users' devices for authentication approval.

O  Biometric Authentication Methods: Incorporate biometric methods such as
fingerprint or facial recognition to enhance security.

Communicate Cybersecurity Hygiene Best Practices

Weekly or monthly tips to encourage consistent cybersecurity hygiene among your
staff, such as using strong, unique passwords, using password managers, avoiding
suspicious links or attachments, and regularly updating software.
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Cybersecurity
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Documentation
and Compliance
Requirements

Securing cyber insurance coverage isn't just about having the right
technologies in place; it's also about proving you're using them
correctly. This chapter focuses on how to document cybersecurity
efforts and meet compliance requirements that are crucial for
insurance approval.

How to Document
Cybersecurity Policies, Procedures,
and Incident Response Plans

Start by assembling policies that define your approach to
managing cyber risks. These should cover topics like access
control, data protection, employee training, and how to respond
to incidents, and be mapped against regulations you are subject
to.

Next, lay out clear procedures that detail the steps for
implementing your cybersecurity controls and what to do in the
event of a cyber incident. This documentation should include
processes for data backup and recovery, patch management,
Mmanaging user access, and specific incident handling instructions.

Develop a detailed IRP that outlines the roles and responsibilities
of key stakeholders, provides a clear process for detecting and
responding to cyber incidents, and includes communication
protocols and guidelines for working with law enforcement and
regulatory bodies.
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Businesses must operate within a complex regulatory
landscape. Understanding which regulations apply to
their operations is crucial for ensuring compliance.
Here are some of the most important regulations to
consider:

General Data Protection Regulation
(GDPR)

This regulation requires strict safeguards for handling
the personal data of EU citizens, including mandatory
data encryption, timely breach notifications, and the
integration of privacy-enhancing technologies from
the outset.

Health Insurance Portability and Accountability Act
(HIPAA)

HIPAA mandates the protection of sensitive patient
health information, enforcing standards that include
access controls, data encryption, and regular backups
to secure patient data.

Payment Card Industry Data Security Standard
(PCI DSS)

If your organization processes credit card payments,
compliance with PClI DSS is non-negotiable. This
includes meeting stringent security measures to
protect cardholder data such as encryption, access
controls, and ongoing security testing.
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Tips for
Maintaining
Compliance

and Preparing
Documentation

Regular Audits and Assessments

Routinely check your compliance with necessary
regulations and standards. Keep detailed records of
these audits, including any corrective actions taken, to
show continuous compliance efforts.

Employee Training and Awareness

Regularly conduct comprehensive training sessions to
ensure that all employees understand their roles in
Mmaintaining compliance and adhering to
cybersecurity policies.

Documentation Management

Implement a robust system to manage all your
cybersecurity documentation centrally. This includes
keeping policies, procedures, incident reports, and
compliance records up-to-date and accessible to
hecessary stakeholders.

Engage Legal and Compliance Experts

Collaborate with legal and compliance professionals
who specialize in cyber regulations to review your
practices and ensure they are meeting compliance
requirements.

By documenting cybersecurity policies, adhering to compliance requirements, and

implementing best practices, your organization will boost its chances of obtaining

cyber insurance and strengthen its overall cybersecurity posture.
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04.

Preparing Your
Company for the
Application Process

Securing cyber insurance requires careful preparation to ensure your application is
successful. In this chapter, we'll walk you through how to prepare your company for
the cyber insurance application process, detail the information and
documentation insurers will want, and offer strategies to enhance your company’s
readiness and boost your chances of approval.

Step-by-Step Guide to
Preparing for the Application Process

Assess Your Cyber Risk Profile
Start by thoroughly assessing your company's cyber risk profile to
pinpoint vulnerabilities, exposures, and areas that need strengthening.

Review Existing Policies and Procedures

Ensure that your cybersecurity policies, procedures, and incident
response plans are up-to-date and in line with industry best practices
and regulatory requirements.

Gather Necessary Information

Collect all relevant information needed for the application, including
details about your infrastructure, cybersecurity measures, past
incidents, and financial data.

Evaluate Insurance Needs
Define what type of cyber insurance coverage your organization
requires, based on your specific risks, industry, and compliance needs.

Research Insurers

Look into different cyber insurance providers to find those that offer
coverage suited to your needs and have a solid reputation for service
and reliability.
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Checklist

of Information

and Documentation
Required by Insurers
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Company Information
Legal hame, address, industry sector, size, and
annual revenue.

Cyber Risk Profile

A detailed assessment of your cyber threats,
vulnerabilities, and implemented risk
mitigation strategies.

Security Controls

Information on cybersecurity measures such as
firewalls, antivirus  systems, encryption
practices, and access controls.

Incident Response Plan

A documented plan outlining your procedures
for detecting, containing, eradicating, and
recovering from cyber incidents.

Compliance Documentation
Proof of compliance with relevant regulations
and standards, like GDPR, HIPAA, or PCI DSS.

Financial Information

Financial statements that detail your revenue,
assets, and liabilities to evaluate the financial
impact of potential cyber incidents.
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Strategies for Optimizing
Your Company’s Readiness

Proactive Risk Management
Adopt proactive measures to minimize cyber threats, showcasing your
commitment to cybersecurity to potential insurers.

Training and Awareness Programs
Conduct regular cybersecurity training for your staff to ensure they are aware of
their role in securing data and preventing incidents.

Engage with Insurers
Start discussions early with potential insurers to clarify your needs, address
concerns, and establish a good working relationship.

Seek Professional Guidance

Consider consulting with cybersecurity experts, legal advisors, and insurance
brokers who specialize in cyber insurance to smoothly navigate the application
process and secure the best possible coverage.

Structured Employee Onboarding Program

Implement a structured employee onboarding program to ensure new hires are
educated about the company's cybersecurity policies, procedures, and their
specific roles in maintaining security.

IT Security Policy Program (Implementation and Annual Review)

Develop and implement a comprehensive IT security policy program, and conduct
annual reviews to keep the policies up-to-date with the latest threats and
technologies. This demonstrates to insurers a continuous commitment to
Maintaining robust security practices.

Proactively preparing and engaging with
insurers improves your chances of securing
a suitable cyber insurance policy.
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05.

Choosing the Right
Insurance Provider

Selecting the right cyber insurance provider is just as important as having the right
coverage. Here's how you can ensure you partner with the best provider for your
needs.

Factors to Consider When Selecting
a Cyber Insurance Provider

Look beyond the premiums. Evaluate the scope of coverage to ensure it matches
your specific heeds. Check if the policy covers both first-party and third-party
liabilities, and understand the claim process and what it entails.

=

Research Tips for Evaluating Insurer Reputation,
Financial Stability, and Claims Handling Process

Researching your potential insurer's reputation is key. Read reviews, study their
track record in handling claims, and assess their financial stability to make sure
they can pay out claims when needed. It's also wise to check industry ratings and
reports from financial analysts to gauge the insurers market position and
reliability.
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Questions to Ask Potential
Insurance Providers to Ensure They
Meet Your Company’s Needs

When meeting with potential insurers, ask direct questions:

What is your process for filing a claim?

Can you provide examples of claims you
have handled in the past?

How do you support clients during a
cybersecurity incident?

Are there any exclusions or limitations in
the policy that we should be aware of?

Understanding these elements will help you choose an insurance provider that not
only meets your nheeds but also supports your organization in times of crisis.
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05. Conclusion

As we wrap up our guide on cyber insurance requirements for US
companies, let's summarize the key points and underline why
bolstering cybersecurity and staying compliant are crucial for both
mitigating cyber risks and securing cyber insurance coverage. We
also invite you to reach out for more tailored advice or to delve
deeper into specific cybersecurity and insurance challenges your
company might face.

Key Takeaways

Understanding Cyber Insurance Requirements
Throughout this guide, we've laid out the critical cyber insurance
criteria that US companies need to meet. This includes implementing
comprehensive  cybersecurity measures, keeping detailed
documentation, staying compliant with legal requirements, and
maintaining robust incident response capabilities.

Mitigating Cyber Risk

By adopting strong cybersecurity practices, remaining compliant
with relevant laws, and crafting effective incident response
strategies, businesses can minimize their vulnerability to cyber
threats. This proactive approach not only secures your data but also
strengthens your qualifications for obtaining cyber insurance.

Navigating the Application Process

We've discussed how thorough preparation for the cyber insurance
application, including gathering all necessary information and
actively engaging with insurers, can make the application process
smoother and increase your chances of success.
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Prioritizing Cybersecurity
and Compliance

Cyber threats are getting trickier and showing up more often, which
spells trouble for businesses big and small. It's crucial to really step up
cybersecurity and make sure you're following all relevant regulations
to keep your company’'s data safe and stay compliant. Doing so not
only protects your business's reputation and keeps your customers'
trust intact but also saves you from an incredible amount of risk.

By staying vigilant and diligent on cyber readiness, your company nhot
only shields itself from all the new cyberattacks, but also boosts its
chances of getting a ‘yes' to the cyber insurance coverage it heeds.

Additional
Resources

@ National Institute of Standards and Technology (NIST)
Cybersecurity Framework

@ Cybersecurity and Infrastructure Security Agency (CISA)
@ Insurance Information Institute (lll): Cyber Insurance Federal

@ Trade Commission (FTC): Cybersecurity Resources

lg‘ Symbol
d SECURITY


https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/basics
https://www.iii.org/article/cyber-liability-risks
https://www.cisa.gov/
https://www.nist.gov/cyberframework
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About Symbol Security

Symbol Security's SaaS-based phishing simulation and training
platform simulates real phishing attacks and reports critical data and
trends back to authorized administrators. Symbol can be operated by
company administrators with ease, or leveraged by Managed Security
Service Providers as part of their security offerings.

Getin Touch

115 US Highway 46, Building F, Mountain Lakes, New Jersey,
07046, USA

symbolsecurity.com

+1 {973) 381-6077

sales@symbolsecurity.com

company/symbolsecurity

Symbol_Security
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https://symbolsecurity.com/
https://www.linkedin.com/company/symbolsecurity
https://x.com/Symbol_Security
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